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This report presents the results of our audit to evaluate the reliability and relevance of
the performance measures used by Criminal Investigation (CI) in assessing its business
results and customer satisfaction with Cl products. This review is part of the Treasury
Inspector General for Tax Administration’s (TIGTA) multi-year strategy to audit Internal
Revenue Service (IRS) efforts to comply with the Government Performance and Results
Act (GPRA).!

In summary, we found that Cl measures do not address mission accomplishment. ClI
developed outcome-neutral®> measures to report as its business results because of its
concern about Regulation 26 CFR 801°. As a result, CI's business results measures
and its sole GPRA measure of cases initiated are not outcome oriented and do little to
quantify the results of CI's activities. Additionally, Cl does not have a measure to gauge
the effectiveness of its refund fraud program. Refund fraud is one of the major
management challenges the IRS has been facing for the last several years. CI
measured its outreach efforts only by the staff years spent on those efforts which is also
not results oriented.

! Government Performance and Results Act of 1993 (GPRA), Pub. L. No. 103-62, 107 Stat. 285 (codified, as
amended in scattered sections of 5 U.S.C., 31 U.S.C., and 39 U.S.C.).

2 Measures that do not contain information regarding tax enforcement results.

% Code of Federal Regulations.



ClI’'s quality review measure includes only discontinued and non-prosecution cases with
no grand jury involvement (about 27 percent of the Cl workload), thus excluding the
cases with the most impact on taxpayers from quality review. CI also restricted its
customer satisfaction survey to U.S. Attorneys and did not include the Department of
Justice (DOJ) Tax Division Attorneys. The Webster Report stated that these two
agencies have conflicting interests about the types of cases CI pursues and the U.S.
Attorneys had too much control over the Cl caseload. Therefore, the surveys should
obtain input from both parties.

We were not allowed access to the Criminal Investigation Management Information
System (CIMIS)* and thus could not determine whether CIMIS data were reliable. We
could not validate the effectiveness of the Cl process to ensure the accuracy of the
CIMIS data and noted that CI had not conducted an audit of the database as had been
recommended in the Webster Report. We also determined that system audit trails are
not complete and were not effectively used, creating a potential security problem.

Management’s Response: The Chief, Cl agreed with four of the nine recommendations
included in the report. However, the Chief, CI did not agree that the CI business results
measures did not address mission accomplishment, contending that their measures of
the number of cases closed, the quality review of non-prosecution, non-grand jury cases
and the number of education and outreach efforts reported CI's mission
accomplishment. The Chief, Cl also disagreed with the need to establish measures that
reflect the effect of CI's efforts on non-compliance and the tax gap and a
recommendation that a measure be developed that would reflect the effectiveness of
ClI's outreach efforts. The Chief, CI did not agree that limitations affecting the accuracy
of CIMIS data should be disclosed when using the data. The Chief, Cl also disagreed
with a recommendation to have special agents in charge conduct the quality review at
the time they reviewed the closing recommendation, which would allow grand jury
prosecution cases to be included in the review process.

Management’s complete response to the draft report is included as Appendix VI.

Office of Audit Comment: Changing the GPRA measure from cases initiated to cases
closed still does not show the effect Cl has on tax compliance. CI has the ability to
report meaningful data on its operation that, properly reported on a national basis only,
will not violate the Internal Revenue Service Restructuring and Reform Act of 1998°
provisions on the use of enforcement statistics. CI's quality review measure and
process does not include significant numbers of cases, which impacts the usefulness of
the data. Also, the ineffective use of audit trails, together with the potential conflict of

* CIMIS is a computer database used to inventory, control and track the progress of Cl investigations.

> Internal Revenue Service Restructuring and Reform Act of 1998 (RRA 98), Pub. L. No. 105-206, 112 Stat. 685
(codified as mended in scattered sections of 2 U.S.C., 5 U.S.C., 5 U.S.C App., 16 U.S.C., 19 U.S.C., 22 US.C,, 23
U.S.C.,31US.C,38U.S.C,and 49 U.S.C)



interest arising from managers’ review of their own data, highlights the need to disclose
CIMIS data limitations. Where appropriate, we have included in the report our
comments related to management’s response.

While we are not requiring the IRS Commissioner to respond to the Department of the
Treasury concerning our disagreement on these matters, we are providing the Acting
Assistant Secretary for Management/Chief Financial Officer an information copy of this
report for use in any deliberations with Congressional staff concerning Cl budget and
performance issues.

Copies of this report are also being sent to the IRS managers who are affected by these
recommendations. Please contact me at (202) 622-6510 if you have questions or
Daniel Devlin, Assistant Inspector General for Audit (Headquarters Operations and
Exempt Organizations Programs), at (202) 622-8500.
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Background

The Government Performance and Results Act' (GPRA)
requires federal agencies to establish standards for
measuring their performance and effectiveness. Executive
agencies are required to prepare multi-year strategic plans,
annual performance plans, and performance reports on prior
year accomplishments.

The overall goal of the GPRA was to improve agency
performance and to provide objective information to
congressional and executive branch decision-makers to
assist them in appropriating and allocating federal funds.
Therefore, it is essential that the data used for the
performance measures are reliable and the results are valid
and verifiable.

The Internal Revenue Service (IRS) Commissioner has
established a Balanced Measurement System? with three
strategic goals that IRS staff and functions are directed to
work toward:

» Top-quality service to each taxpayer in every interaction
(Customer Satisfaction);

» Top-quality service to all taxpayers through fair and
uniform application of the law (Business Results); and,

* Productivity through a quality work environment
(Employee Satisfaction).

The IRS Balanced Measurement System will be used in
each business unit or function to assess how well it is
meeting its strategic goals.

In 2000, Criminal Investigation (CI) began reporting
directly to the IRS Commissioner. Cl has a budget of
$395 million and a staff of approximately 3,700 special
agents and support personnel. CI’s mission is to serve the
American public by investigating potential criminal

! Government Performance and Results Act of 1993 (GPRA), Pub. L.
No. 103-62, 107 Stat. 285 (codified, as amended in scattered sections of
5U.S.C,31US.C.,and 39 U.S.C.).

2 Modernizing America’s Tax Agency, Publication 3349 (Rev. 1-2000)
Catalog Number 27171U.
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violations of the Internal Revenue Code and related
financial crimes in a manner intended to foster confidence in
the tax system and compliance with the tax law.

Cl delayed developing its measures while awaiting the
results of a study of CI operations undertaken at the behest
of the IRS Commissioner.®> The study started in July 1998
and the resulting Webster Report was issued on

April 12, 1999. This report is discussed in greater detail in
Appendix V.

On April 11, 2000, the IRS Executive Steering Committee
approved the following measures for ClI:

» Customer Satisfaction - measured through an annual
satisfaction survey of U.S. Attorneys (USAs) and a
transactional or periodic survey of the IRS operating
divisions.

» Employee Satisfaction - measured through an annual
employee satisfaction survey (we did not review the
employee survey as the Organizational Performance
Division administers an IRS wide survey of employees).

» Business Results - measured by the number of
investigations completed by major program area (legal
income tax crimes, illegal income financial crimes, and
narcotics related financial crimes); a quality review of
all non-prosecution cases; and, time and resources spent
on outreach activities.

We conducted this review as part of the Treasury Inspector
General for Tax Administration (TIGTA) multi-year
strategy to audit IRS efforts to comply with the GPRA.
Fieldwork was conducted in the Headquarters Office in
Washington, D.C. from July 2000 to March 2001. We
obtained background information on the CIMIS at the
Office of the Special Agent-in-Charge (SAC), Dallas Field
Office, and information on the Review and Program
Evaluations process at the Director of Field Operations,
Midstates Area. The audit was conducted in accordance

® Former FBI Director William Webster led the study group, which is
referred to as the Webster Commission.
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Criminal Investigation Business
Results Measures Do Not Address
Mission Accomplishment or
Relate to All Significant Budget
Line Items

with Government Auditing Standards, with the exception of
the scope impairment detailed below.

We are unable to issue an opinion about the quality of the
data used to report the CI business results due to a scope
impairment. CI denied us access to the CIMIS database by
stating that it contained information related to cases under
grand jury investigation, access to which is restricted by the
Federal Rules of Criminal Procedure (18 U.S.C. Appendix).
The Federal Rules of Criminal Procedure, Rule 6(e), require
that only those individuals approved by a government
attorney may have access to grand jury material, and then
only in furtherance of the criminal aspects of the case.
Additional details about the Federal Rules of Criminal
Procedure are provided in Appendix IV. Details of our
audit objective, scope, and methodology are presented in
Appendix I. Major contributors to the report are listed in
Appendix II.

Recently, the IRS decided on 65 GPRA measures (listed in
the IRS FY 2002 Annual Performance Plan) that encompass
all IRS operations. The only measure reported for Cl
activities is the number of cases initiated. CI’s original
balanced measures cover customer satisfaction, employee
satisfaction, and business results. However, the business
results measures don’t assess the effect Cl cases have on the
tax gap and voluntary compliance as was recommended in
the Webster Report.* There is no specific measure for
refund fraud, which is one of the IRS’ major management
challenges, and the number of staff years spent on outreach
is CI’s only measure of its outreach program.

CI chose these outcome neutral measures because the

RRA 98 prohibits the use of Records of Tax Enforcement
Results (ROTER) in performance evaluations and goal setting
for individual employees. Additionally, the IRS issued
Regulation 26 CFR 801°, which prohibits using quantity
measures to impose or suggest production goals for any

* Other IRS divisions and functions are also attempting to develop
effective compliance measures.

® Code of Federal Regulations.
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organizational unit with employees responsible for exercising
judgment with respect to tax enforcement results except in
conjunction with an evaluation of customer satisfaction,
employee satisfaction, and quality measurement. The
regulation also forbade establishing goals for individual
employees based on ROTERS. However, in our opinion,
neither the Internal Revenue Restructuring and Reform Act of
1998° nor Regulation 26 CFR 801 prohibits reporting actual
enforcement results at the national level.’

Clis also reluctant to use ROTERSs to measure operational
results because of possible misperceptions by taxpayers and
employees. ClI believes that taxpayers might believe that Cl is
working to achieve its goals at taxpayer expense and that
employees may believe that an expectation has been
established for them to meet.

To avoid creating these perceptions, Cl decided on the non-
ROTER measures of quantity, quality, and outreach for its
business results. However, these measures are not the
statistics by which CI oversees its programs and not the
statistics that will satisfy the GPRA by themselves. The
OMB Primer on Performance Measurement® states that
statistics used to manage an organization are the statistics
that should be used to report for the GPRA.

Business results balanced measures do not address
mission accomplishment

CI’s new measure of cases initiated and the original
business results measures consisting of the number of cases
closed by major program area, a quality review score of
non-prosecution cases, and time and resources spent on
outreach activities don’t assess the effect of CI’s

® Internal Revenue Service Restructuring and Reform Act of 1998 (RRA
98), Pub. L. No. 105-206, 112 Stat. 685 (codified as mended in scattered
sections of 2 U.S.C.,5U.S.C., 5 U.S.C App., 16 U.S.C., 19 U.S.C,, 22
U.S.C.,23US.C,31U.S.C,38U.S.C.,and49 U.S.C)

" This position is also supported by a legal opinion obtained from
TIGTA Counsel.

8 Office of Management and Budget, Primer on Performance
Measurement (Revised February 28, 1995).
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investigative efforts. However, CI does have the ability to
measure and record the results of its investigative efforts.
The necessary information is reported in the quarterly
Business Performance Review (BPR) and the National
Operations Annual Report.

The BPR is a new process whereby CI reports quarterly to
the Commissioner on its operations. The BPR contains
measures such as the number of investigations initiated by
program area, acceptance rates by the USAs and by the
Department of Justice (DOJ) Tax Division Attorneys, and
the number of convictions obtained. The report also
contains information on the current business results measure
of the number of cases closed.

Additionally, CI’s National Operations Annual Report,
(provided to the Congress and available to the public through
CI’s public web site) presents significant information on the
major programs of Cl and shows comparative statistics for a
three-year period. Some of these statistics, such as the
number of individuals indicted, convicted, and sentenced,
were included in a January 23, 2001, USA Today article about
ClI. In our opinion, reporting these types of numbers will
provide the Congress and others a better appreciation for what
Cl does and its results than just reporting the number of cases
initiated.

Recommendation

1. The Chief, ClI should include the appropriate
information from the National Operations Annual
Report that presents the outcomes of CI’s investigative
efforts.

Management’s Response: The Chief, Cl agreed that cases
initiated was not the appropriate measure for Cl for GPRA
and changed the measure to cases closed. The Chief, ClI
also agreed with the need for more publicity and stated that
the information in the National Operations Annual Report is
put out on the CI web page for that purpose.

The Chief, ClI disagreed with the overall condition that ClI
business measures do not address mission accomplishment.
The Chief, CI contends that the measure of cases closed
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demonstrates that CI is investigating violations of the
Internal Revenue Code and related financial crimes. A
proposed business results quality measure of all non-grand
jury cases submitted without a prosecution recommendation
will ensure that all cases are conducted in accordance with
the CI mission statement. The Chief, ClI states that a
proposed outreach measure of providing financial
institutions and practitioners with education and outreach
efforts will address the portion of the mission statement
dealing with confidence in the tax system and compliance
with the tax laws. Finally, the Chief, CI objects to the
TIGTA'’s observation that the measures being reported for
Cl are not the statistics used to manage CI. As proof, the
Chief, CI states that these statistics are included as part of
the quarterly Business Performance Review furnished to the
Commissioner.

The Chief, ClI in a narrative preceding his response to the
specific recommendations, stated that Cl attempts to attain
its mission through a general deterrence effect and therefore
specific measures of accomplishment would not document
how CI contributes to the IRS mission. Also, the Chief, CI
believes that reporting specific results of cases sends the
wrong message to the agents in the field. The Chief, CI
stated that CI was forced by RRA 98, Section 1204, to
develop outcome neutral measures.

Office of Audit Comment: Changing from cases initiated to
cases closed still does not show the effect Cl has on
fostering confidence with the tax system and compliance
with the law, as the measure (cases closed) by itself does not
reflect any measurable impact on tax compliance.
Combining that statistic with a quality review measurement
of cases closed with a non-prosecution recommendation and
no grand jury involvement will not show the effectiveness
of CI’s contribution to the IRS mission either.

A significant number of CI’s cases involve either a grand
jury or result in prosecution recommendations. Any ClI
performance measure that excludes these cases would not be
representative of the total CI contribution to the IRS
mission. The Chief, CI does not explain why cases with a
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prosecution recommendation and no grand jury involvement
are not included in the quality review process.

The Chief, CI’s proposed outreach measure also does not
show how this effort will enhance confidence in the tax
system and compliance with the law. The proposed
measure is simply the number of outreach efforts, which
again does not demonstrate the impact of those efforts on
taxpayer attitudes and compliance.

While we acknowledge that the balanced measures are
included in the BPR, CI also uses other statistics in the
BPR, its web page, and the National Operations Annual
Report to manage its operation. The CI measures taskforce
identified many of these statistics as diagnostics to be used
to identify areas in the Cl operation needing improvement.
TIGTA recommended using appropriate information from
the National Operations Annual Report as part of the IRS
GPRA submission to show the impact of CI’s investigative
efforts. The Chief, CI’s reply does not address the use of
this report for GPRA purposes.

TIGTA disagrees with the Chief, CI’s assertion that using
measures showing outcomes will violate RRA 98. While
we are fully aware of the implications of this significant
issue, RRA 98 only prohibits using records of tax
enforcement results to evaluate individuals. Properly
presented, enforcement results may be reported at a national
level.

Cl’s actual effect on tax gap and non-compliance cannot
be readily measured

The full impact of Cl is difficult to measure. It is virtually
impossible to tell how many people will decide not to break
the law because of the conviction of someone to whom they
can relate economically, personally, or professionally.
However, CI can develop measures that will show its direct
effect on non-compliance and the tax gap. This could be
done, for example, by monitoring recidivism® and the

° Relapse into non-compliant or criminal behavior.
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subsequent collection of taxes from individuals convicted of
tax related crimes.

Recidivism can be measured through analysis of a convicted
taxpayer’s Masterfile records over a predetermined period
of time to identify any instances of failure to file and/or pay
the correct amount of tax. The direct effect on the tax gap
could also be determined by the amount collected for the
period included in the indictment.

OMB Circular A-11'° recognizes that there can often be a
significant lag in obtaining performance data for a particular
period. This lag could be several years or more. Agencies
are to report results when the data become available.
Therefore, CI can include measures for recidivism and non-
compliance even though the results may not be known until
years after the investigation is completed.

Recommendation

2. The Chief, Cl should establish measures that show CI’s
effect on voluntary compliance and the tax gap. These
measures should be included with the current balanced
measures (customer satisfaction, employee satisfaction,
and quantity and quality business results) to provide a
more complete assessment of CI activities.

Management’s Response: The Chief, Cl disagreed that Cl
should develop measures that would reflect the effect of
CI’s efforts on the tax gap and non-compliance. More
specifically, the Chief, CI did not agree with the examples
that TIGTA presented in the report to use recidivism, and
taxes subsequently collected on periods included in the
investigation for convicted tax felons, as measures of the
actual effect Cl has on reducing the tax gap and non-
compliance. The Chief, Cl stated that since 1988 the
cumulative recidivism rate for Cl has been 0.7 percent. The
Chief, Cl disagreed with using taxes collected as a measure
since Cl is in the business of general deterrence and taxes
collected would be a measure of specific deterrence. He

19 OMB Circular A-11, Preparing and Submitting Budget estimates,
Revised July 12, 1999.
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also felt that it would be wrong to motivate special agents
with civil collections imposed, calling it a blatant ROTER
violation. Finally, the Chief, Cl objected to the burden of
tracking this performance data with no tangible benefit.

Office of Audit Comment: TIGTA gave the use of the
recidivism and taxes collected for convicted felons as
examples of the type of measure CI needs to create to show
the outcome of CI’s efforts on taxpayer attitudes and non-
compliance. While the Chief, CI may disagree with the
suggestions for measures contained in the report, the
obligation to develop measures that will show CI’s effect on
non-compliance and the tax gap remains. With regards to
the 0.7 recidivism rate cited by the Chief, Cl we understand
that this was based on an analysis of repeat criminal tax
behavior only. We believe recidivism should include both
the civil and criminal aspects of subsequent compliance
behavior to more comprehensively demonstrate the benefit
of CI’s work.

Cl also disagreed with using tax collections as a measure,
citing CI’s primary objective of investigating criminal
violations and the Webster report’s discussion that
assessment and collection of taxes is a civil function to be
conducted by other business units. We agree that assessing
and collecting taxes is a civil function, but our
recommendation strikes at the monetary impact of CI’s
efforts by evaluating those subsequent civil actions that
most likely came about because of the criminal investigation
and the subsequent adjudication. Using a Masterfile
analysis, ClI could identify the taxes collected for the periods
emanating from the investigation, as it stands to reason that
if there had been no investigation there most likely would
have been no additional taxes.

As with any enforcement result, these measures should be
reported on a national basis only. Also, the monetary results
of the cases would most likely be compiled well after the
criminal aspects are completed, which should further reduce
any concern about agents misunderstanding their roles and
expectations. Information of this nature is similar to the
statistics on arrests, convictions, and sentencing placed on
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the public web page and the National Operations Annual
Report.

While CI believes that there would be no tangible benefit to
tracking this data, information of this or similar nature
would help to bring CI into conformance with the GPRA,
and also enhance the oversight of CI by providing the IRS
Commissioner, OMB, Congressional committees and - most
importantly - the American public with direct evidence of
CI’s success in achieving its mission. Analysis of
subsequent compliance may also provide an added benefit
of identifying repeat offenders for possible investigation.

Cl does not currently include refund fraud as a separate
measure even though specific resources are budgeted for

this activity

ClI has not developed a measure for its refund fraud
program. For several years, the General Accounting Office
(GAO) has identified refund fraud as a major management
challenge for the IRS. The National Operations Annual
Report does detail the results of the refund fraud programs
such as the percentage and number of refunds deleted prior
to issuance to the taxpayers.

One of the purposes of the GPRA was to improve
congressional decision-making by providing more objective
information on the relative effectiveness and efficiency of
federal programs and spending. In the case of the refund
program, it is very difficult to determine the effectiveness of
the program since no measures have been established. To
provide useful information, major programs and or
significant resource allocations should have related
performance measures.

Recommendation

3. The Chief, Cl should include measures that will report
the results of major programs within CI.

Management’s Response: The Chief, Cl agreed with this
recommendation. CI will develop specific measures for
refund fraud through the Fraud Detection Centers by
October 1, 2002.
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CIl might better measure the effectiveness of its outreach
efforts

One element of CI’s business results is “Outreach.” CI
measures this by documenting the time and resources spent
on outreach activities. We were informed that CI was
considering evaluating the publicity obtained on significant
cases to illustrate the effectiveness of its outreach program.
In our discussion CI did not detail how the publicity was to
be obtained or how its effect would be measured. However,
ClI has been including its National Operations Annual
Report on its public web site. This report contains results of
significant CI cases.

One means of measuring the effectiveness of the outreach
efforts would be a survey of taxpayer attitudes and
knowledge. Currently CI does not have any type of measure
to assess how many taxpayers know about CI, what it does,
or the possible consequences of not complying with tax
laws. To gauge the public’s knowledge, CI might wish to
consider surveying taxpayers and/or tax practitioners. Other
federal agencies have faced similar circumstances and found
the surveys to be useful.**

For example, the Social Security Administration (SSA) used
a similar approach on its strategic goal of strengthening
public understanding of Social Security programs. The SSA
wants 9 out of 10 Americans to know about important
Social Security programs by 2005. To accomplish this, the
SSA worked with the Gallup Organization to develop the
SSA Public Understanding Measurement System (PUMS)
Survey. The survey was first conducted in FY 1999 to
establish the baseline of public knowledge and is now
administered annually.

The SSA also developed public education products and
presentations to reach the appropriate audiences, much as ClI
is attempting to publicize the successful prosecutions of
persons convicted of tax fraud. CI could take a similar
approach to better measure the effectiveness of its outreach

1 CI did conduct a test survey in 1995 but has not conducted any
surveys since then.
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efforts. We recognize that the SSA effort is directed toward
educating the public about possible monetary benefits they
may receive, while the CI effort is to reduce possible tax
evasion through increased awareness of investigative
results. Both, however, involve educating the public and
measuring the effectiveness of the educational effort.

Recommendation

4. The Chief, Cl should consider an approach similar to the
SSA survey of taxpayers or tax practitioners to
determine if CI’s outreach efforts are effective in
educating the public about the consequences of tax
evasion.

Management’s Response: The Chief, CI did not agree with
the recommendation or the approach suggested by TIGTA.
The Chief, CI stated that because of the results of two prior
surveys, ClI had formulated a communications strategy
designed to make the public and practitioners more
cognizant of CI successes. ClI believes it can measure its
obvious success by counting the number of accesses to its
web site and the number of news stories published and
speaking engagements conducted.

Office of Audit Comment: While CI has measures for the
outreach efforts, these measures do not convey the impact of
these efforts. A properly conducted survey could provide
valuable information on whether, for example, CI’s outreach
program fosters confidence in the tax system and
compliance with tax laws. The number of outreach efforts
by itself will not provide that type of information. The
number of news stories is at best an indirect means to assess
public understanding because the decisions to publish
stories are driven in part by editorial decisions regarding the
newsworthiness of a particular case, and not necessarily a
concern for the public’s understanding of IRS operations or
tax compliance.
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Criminal Investigation’s
Management Information System
Controls Could Not be Verified
and System Audit Trails Are Not
Complete

Cl uses the Criminal Investigation Management Information
System (CIMIS) to control cases and as the source for the
statistical information used to manage Cl. The CIMIS also
will provide the quantity measure for business results. The
GPRA and OMB Circular A-11 both require agencies to
identify the means they will use to verify and validate
performance data. To date, Cl has not provided that
information.

As a part of regular operations, supervisory special agents*?
are expected to review the monthly Measurement for
Managers (MOM) reports of CIMIS information for their
group. Internal Revenue Manual (IRM) 114.1 (Compliance
and Customer Service Handbook) requires the supervisory
special agents to conduct a quarterly open case review
including a review of CIMIS updates. The handbook also
requires special agents-in-charge (SACs) to conduct bi-
annual operational reviews including an in-depth discussion
of the CIMIS. Finally, the handbook requires that the
national office Review and Program Evaluation teams
conduct a review of CIMIS as part of its tri-annual reviews
of the various SAC offices.*® While these actions should
occur on a regular basis, we cannot assert that they are and
we could not independently determine if CIMIS data are
correct.

We requested a download of the CIMIS database to test the
accuracy of these verification and validation processes. ClI
denied us access to the database, stating that the database
contained grand jury information. Due to this scope
impairment, we cannot comment on the validity of the data
on the CIMIS or the accuracy of the compilation of
information for the business results quantity measure. See
Appendix IV for an explanation of the federal rules covering
the confidentiality of grand jury information.

12 Formerly group managers.

3 The last Review and Program Evaluation reviews were conducted in
1999.
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In 1998 concerns were raised by the Transactional Records
Access Clearinghouse (TRAC)™ about the accuracy of
CIMIS data when compared to DOJ records and the records
of the Federal Courts. The Webster Commission attempted
to address these concerns by conducting a review of CIMIS,
but was not allowed access to grand jury information. The
Commission was not provided a complete explanation of the
alleged discrepancies and recommended in April 1999 that
the IRS Commissioner conduct an audit of the CIMIS
database to ensure its accuracy. This has not been done.

The CIMIS audit trail is not complete and has not been
effectively used

We determined that there is no effectively managed audit
trail for systems administrators. Five systems
administrators can log on as root users of the operating
system. Unlike regular system users, root users have access
to change or view all information on CIMIS and other
applications on the system.

According to the System Administration Manager guidance
documentation, an audit trail has to be turned on for each
individual as a user in order to record detailed system
activities such as accessing data objects or files. CI
personnel stated that audit trails were not turned on for
system administrators, and the Director of Business System
Planning (BSP) confirmed this. When the audit trail is
turned on for system administrators, the audit log records
each system call as well as actions taken by the
administrator.

ClI contends that the voluminous recordation of unrelated
system actions makes the audit log useless and therefore
does not run it. However, without an effective audit trail,
the system administrators have virtually undetectable access
to all information on the CIMIS including any grand jury
information on the system. This control weakness means
that the system could be accessed and data on the system
could be changed or information could be obtained and used

4 A data-gathering, data-research, and data-distribution organization
associated with Syracuse University.
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for unofficial purposes without detection. This could impact
CI’s ability to produce accurate and reliable data as required
by the GPRA. Additionally, any sensitive information on

the system is subject to unauthorized and undetected access.

To correct this weakness, one approach is to have a program
developed that would filter out all actions but those of the
systems administrators. This would minimize the number
of transactions to record and overcome CI’s concerns that
too much information was tracked for the audit trail to be of
use. Clis developing a new version of the CIMIS, and we
recommend that an adequate system administrator audit trail
be included in this new system.

Also, regular CIMIS user audit trails that are run are only
reviewed when deemed necessary by CI. No one has been
assigned responsibility to routinely perform audit trail
reviews or to ensure that they are done. CI management
agreed that corrective action would be taken and developed
procedures assigning responsibility for review of audit
trails. However, the procedures do not contain criteria for
the review of the audit trail or how the audit trail reviews
will be documented.

The Department of the Treasury Security Manual

(TD-P 71-10) requires that information systems and
networks which process, store, or transmit sensitive, but
unclassified information, must meet the minimum baseline
requirements for C2 level protection as evaluated by
National Institute of Standards and Technology. The C2
level is defined by the Department of Defense in the
“Orange Book.”™ This level of security requires that the
system be able to record the actions taken by computer
operators, systems administrators, and or/security officers
and other security related events. For each recorded event,
the audit record shall identify date and time of the event,
user, type of event, and success or failure of the event.
Also, the system administrator shall be able to selectively
audit the actions of any one or more users based on
individual identity.

> MIL-STD 5200.28, Department of Defense Trusted Computer System
Evaluation Criteria.
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Additionally, the C2 security level requires that the
Information System Security Officer (ISSO) shall “Conduct
security audits, verifications, and acceptance checks, and
maintain documentation on the results.” Further, it states
that the 1ISSO shall “Examine system audit logs regularly
and report anomalies to the Senior Information Resource
Management Official.”

ClI contends that the first level manager’s monthly review of
CIMIS reports (as discussed on page 13 of this report) is
sufficient to satisfy audit trail review requirements.
However, this does not meet the minimum C2 security
standard for regular, independent security reviews by the
ISSO. Also, reviews of these reports cannot identify any
unauthorized accesses to the system for potential illicit
information gathering purposes.

Recommendations

5. The Chief, Cl should establish a process by which the
CIMIS data will be verified and validated.

Management’s Response: The Chief, CI agrees with the
premise underlying the recommendation, although he states
that the recommendation may not be an issue once the new
CIMIS 111 system is operating. CI expects that the new
system will be functioning for the first quarter of FY 2003.
In the interim, CI will rely on reviews of the CIMIS data by
group managers for their own groups. The Chief, CI agrees
that the CIMIS audit trails are incomplete and have not been
used effectively, but states that incomplete audit trails do
not necessarily equate to inaccurate data. The Chief, Cl also
stated that CI has discredited the allegations of the TRAC
report on the inaccuracy of the CIMIS database. ClI has
requested that the Office of Performance Evaluation and
Risk Analysis (OPERA) create an audit work plan for the
current CIMIS. This is to be completed by

September 30, 2002.

Office of Audit Comment: Since the new system is at least
a year away, ClI still needs to have an established process to
verify and validate the data in the interim. While group
managers currently validate the CIMIS data for their own
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groups, there is no process in place to ensure that this is
done accurately. Also, reliance on this procedure places
managers in the position of reviewing their own work.
TIGTA had planned on reviewing this control, but could not
because CI denied us access to any data on the CIMIS
database. We thus cannot evaluate the effectiveness of this
control or the accuracy of the database.

While the Chief, ClI may be correct about inaccurate audit
trails not necessarily equating to inaccurate data, the lack of
complete and properly used audit trails is a severe security
concern. There are five systems administrators that have
virtually undetectable access to all of the information on the
CIMIS, some of which is highly sensitive.

The Webster report stated that CI’s response to the concerns
of the TRAC report had provided an explanation of what
might have caused the discrepancies between the TRAC
data and the CI data. The Webster report also recommended
that an empirical audit be done of the CIMIS database. In
our opinion, this action along with our recommendation is
necessary for Cl to conclusively resolve the issue
concerning the accuracy of CIMIS data. This seems to be
what CI is now planning to undertake with its corrective
action.

6. The Chief, ClI should ensure that audit trail requirements
are met and documented, and that an ISSO is assigned to
review audit trail data. These requirements should be
incorporated into the new CIMIS program.

Management’s Response: The Chief, Cl agreed with
TIGTA’s recommendation. The Chief, CI further stated that
ClI has established procedures to review CIMIS audit trail
data and that a CI security officer has been assigned to
review the data in accordance with the new procedures. The
Chief, CI also stated that the new system (CIMIS 111) would
correct the problems with the audit trails under the old
system.

7. Inthe interim, fully disclose the CIMIS data limitations
whenever reporting results based on it.

Management’s Response: The Chief, CI disagrees with the
recommendation. The Chief, ClI believes that the CIMIS
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The Criminal Investigation
Business Results Quality Measure
Lacks Statistical Validity and
Excludes Cases With the Most
Impact on Taxpayers

data is valid and accurate. Therefore, Cl does not have any
basis for reporting any qualifications. The Chief, ClI
believes that Cl has discredited the allegations in the TRAC
report on the accuracy of the CIMIS database.

Office of Audit Comment: Since there is no effective audit
trail for five systems administrators, undetected access and
modification to the data could have occurred. Also, while
CI depends on group managers to validate the accuracy of
the database, there is no process to ensure that this work
occurs and that it is done properly. The Webster report did
not agree that CI had discredited the allegations in the
TRAC report, and recommended an empirical audit of the
database be done. At the time of our review no audit of the
CIMIS database had been done, although CI indicated in its
corrective action to recommendation number 6 that an audit
will now be undertaken.

Finally there is no regular review of user audit trails. Based
on these facts, Cl should disclose that it cannot ensure the
accuracy or security of the data. ClI also should disclose that
it currently relies on first level managers to validate their
own group’s CIMIS data, creating a potential conflict of
interest.

The CI business results quality measure, which was
approved by the IRS Executive Steering Committee, is a
review of all discontinued and declined non-prosecution
cases that did not involve grand jury material.

Cl decided on these limitations for the following reasons:

» Prosecution cases are reviewed several times during the
completion of the case;

* Areview of the case prior to completion could be
subject to discovery by defense attorneys, who could
misdirect a jury using this information;

* The length of time to complete a prosecution case
(sometimes several years) would be of no benefit to
current year operations if the case was reviewed after
completion; and,
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» Federal Rules of Criminal Procedure Rule (6e) requires
that access to grand jury information be granted only in
furtherance of the criminal aspects of the case.

Only 27 percent of all ClI cases had neither grand jury
involvement nor a prosecution recommendation. A review
of 27 percent of CI closed cases will not result in a true
quality measure applicable to all Cl closed cases. For any
estimate of a population to be made, a valid statistical
sample must be taken in which each case in the population
has an equal chance of being selected.*

During discussions with CI management and IRS Counsel

in Washington in September 2000, we asked if a quality
review of all closed cases could be performed at the same
time the case closure recommendations were reviewed. ClI
subsequently obtained an opinion from IRS Counsel that
supervisory special agents could do such a quality review on
a case at the same time they were reviewing the closure
recommendation. This would allow CI to do a 100 percent
review of closed cases and remove concerns over the sample
selection issue.

ClI could have the SACs (the second-level managers)
conduct the quality reviews when they do their reviews of
the closure recommendations. While this creates a potential
for a conflict of interest, it will provide much more accurate
information on the quality of the agent casework.

Recommendation

8. The Chief, Cl should implement the SAC 100 percent
quality review process, since this presents the best
balance between the issues of sampling and objectivity.
However, CI should fully disclose the effect of Rule 6(e)
on the review process and the possibility of a conflict of
interest on the part of the quality reviewers.

Management’s Response: The Chief, Cl disagrees with the
recommendation because of the following reasons:

1® GAO/PEMD-10.1.6, Using Statistical Sampling.
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Criminal Investigation Is Not
Including All External Customers
in Its Customer Satisfaction
Survey

» ClI believes that the numerous levels of review that a
case goes through ensure the quality of the work and
adding another level of review is not necessary. This is
shown by the elevated level of its acceptance of cases
for prosecution and its conviction rates.

» Cl does not believe that a 100 percent review is
necessary.

» Cl believes that the appearance of a potential conflict of
interest in having the second level managers review the
cases outweighs the effect of the limited sample size.

Office of Audit Comment: TIGTA concurs with the Chief,
Cl that a 100 percent review of all cases would not be
necessary if Cl performs the review using a random
statistical sampling method and all cases are included in the
universe.

While CI does not believe that another level of review is
necessary, it has already added one for the non-grand jury
cases closed without a prosecution recommendation. The
basis of our recommendation was to enable CI to quality
review all types of cases while following the Federal Rules
of Criminal Procedures with regard to grand jury secrecy
requirements. While Cl is understandably concerned about
the perception of a conflict of interest if the second level
managers do the quality review, we believe that the
perceptions that could arise by disclosing that no quality
review is done on any prosecution case, grand jury
involvement or not, is worse. CI needs to include at least a
sample of all cases in the quality review process.

One of CI’s balanced measures is customer satisfaction. CI
developed this measure even though the Webster
Commission recommended that CI defer development until
the other law enforcement agencies established a means of
appropriately measuring customer satisfaction. CI believed
that the USAs were the true end-users of its product and
therefore the only customers who should be surveyed.

The Webster Commission reported that the USAs, and not
Cl itself, were determining CI’s investigative agenda,
resulting in the pursuit of other federal law enforcement
initiatives at the expense of tax enforcement. The
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Commission also reported that the DOJ Tax Division stated
that CI should be more involved in Income Tax (Title 26 of
the U.S. Code) investigations and less involved in narcotics
and money laundering cases. Surveying USAs only might
result in a continued emphasis on cases with little impact on
overall tax compliance.

Almost all cases involving tax law violations (Title 26) must
be referred to the DOJ Tax Division for its approval of the
prosecution recommendation. The following table reflects
the number of Title 26 prosecution recommendations in

FY 1998, 1999 and 2000, as opposed to the non-tax law
related violations investigated by CI under U.S. Code Titles
18 and 31, most of which are direct referrals to the U.S.
Attorneys.

Table 1: CI Prosecution Recommendations by FY and U.S.
Code Violation

Year | Title26 | Titles18 | Total Pct. Of
and 31 Title 26

Referred

To DOJ
2000 794 1640 2434 32.6%
1999 1068 2052 3120 | 34.2%
1998 1369 2158 3527 38.8%
Total 3231 5850 9081 35.6%
Source: FY 1998, 1999, and 2000 CI National Operations Annual

Reports.

The above table shows that, at a minimum, over a third of
ClI prosecution recommendations are referred to the DOJ
Tax Division. We believe that including the DOJ Tax
Division attorneys in the customer satisfaction survey would
provide a more balanced input from the two primary
customers (USAs and DOJ Tax Division) with sometimes
competing priorities for CI casework.

To date, CI has contracted with a private vendor to develop
the questionnaires and the evaluation process. The
development of the actual survey process is now underway,
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S0 we are not able to comment on its objectivity or
effectiveness.

Recommendation

9. The Chief, Cl should include the DOJ Tax Division
attorneys in the Customer Satisfaction Surveys.

Management’s Response: The Chief, Cl agreed with the
recommendation and stated that CI would include the DOJ
Tax Division Attorneys in the survey by

September 30, 2002. However, the Chief, CI also stated
that he did not agree with TIGTA’s rationale for making this
recommendation. The Chief, CI believes that its survey was
directed toward the quality of work sent to the DOJ and
U.S. Attorneys and not to their satisfaction with the types of
cases sent to them by CI. With the survey thus organized,
the attorneys would have no input into the case selection.
The Chief, CI also believes that CI is correcting the mission
drift and getting back into tax casework.

Office of Audit Comment: The Webster Report stated that
Cl was pursuing overall law enforcement initiatives at the
expense of tax enforcement. The report cited the increase in
grand jury cases from 13 percent in 1980 to 78 percent in
1998, and interviews with special agents who said that
federal attorneys and other law enforcement agencies were
setting CI’s caseload agenda as evidence of outside
influence on the CI caseload. The agents also stated that ClI
almost always participated in grand jury investigations when
requested to do so by the U.S. Attorneys.

The Webster report also expressed the desire of the DOJ
Tax Division to see more Cl involvement in tax cases, while
the DOJ Criminal Division and the U.S. Attorneys were
satisfied with the status quo. The Webster Report
recommended that CI return to conducting tax
investigations. Surveying the U.S Attorneys without
surveying the DOJ Tax Division could lead to a mindset that
U.S. Attorneys are the only customers and their wants
should be addressed. We believe the issues presented and
opinions expressed in the Webster report are still valid, and

Page 22



GPRA: Criminal Investigation Can Improve Its Performance
Measures to Better Account for Its Results

Cl should take the necessary actions to achieve the report’s
intent.
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Appendix |

Detailed Objective, Scope, and Methodology

The overall objective of this review was to evaluate the reliability and relevance of the
performance measures used by the Internal Revenue Service (IRS) Criminal Investigation (Cl) in
assessing its business results and customer satisfaction with CI casework. We addressed the
overall objective through the following sub-objectives:

Determined if the CI business results measures accurately reflect CI’s mission
accomplishment and if the measurement is currently in place.

A. Determined how CI decided on the current business results measures.

1.
2.
3.

Obtained documentation behind the development of the business results measures.
Interviewed the officials responsible for the development of the measurements.

Analyzed CI programs, staffing, and funding to determine if measures had been
developed to report performance for each major program.

B. Determined if CI’s strategic plan contains specific, measurable goals by which the
program could be accurately evaluated and the relative success or failure of the
organization to meet its expectations could be readily determined.

C. Determined if the new CI business results measures are in accordance with the
recommended strategy contained in the Webster Report®.

1.

Obtained current status of the recommendations in the Webster report on business
results measures. Interviewed appropriate Cl officials to determine the intent
behind the specific actions taken.

Compared the business results process with the Webster Report and the new CI
mission statement. Determined if the process will measure business results in
accordance with the recommendations and intent of the report and mission
statement to develop a compliance strategy and apply its resources to effectively
implement that strategy.

Determined if the IRS efforts to conform to the requirements of the IRS Restructuring
and Reform Act of 1998 (RRA 98)* governing the use of tax enforcement results were

! The Webster Report presented the results of a study of CI operations undertaken by Former FBI Director William
Webster at the request of the Commissioner.

% The Internal Revenue Service Restructuring and Reform Act of 1998 (RRA 98), Pub. L. No. 105-206, 112 Stat.

685.
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excessive and hindering accurate reporting for the Government Performance and Result
Act (GPRA).2

A.

Reviewed the GPRA and identified the requirements for measuring and reporting
performance.

Reviewed the RRA 98 and determined the limitations on the IRS in using tax
enforcement data.

Reviewed the Code of Federal Regulations (including Regulation 26 CFR 801) issued
by the IRS and the Internal Revenue Manual Handbook 104.5 and identified the
limitations the IRS has placed upon itself with regard to the use of tax enforcement
measures.

Compared the results of A and B with that of C and determined if CI could use
enforcement statistics to satisfy the requirements of GPRA.

Obtained an opinion from TIGTA Counsel to verify our position and
recommendations on this issue.

I1. Determined if the Criminal Investigation Management Information System (CIMIS)
database is accurate, secure, and validated properly.

A.

Determined if the IRS conducts evaluations of the accuracy of CI’s CIMIS data to
ensure the verification and validation of the information reported.

Determined if CI has effectively addressed the concerns about the accuracy of the
CIMIS database raised in the Webster Report by obtaining a copy of the IRS analysis
of the Transactional Records Access Clearinghouse report and determining if it
adequately addressed the issues mentioned in the report.

Determined the effectiveness of the CIMIS controls through the following tests:

1. Determined if an inventory validation process was in place, correctly followed,
and if all necessary corrections were made.

2. Determined if only authorized persons have access to the system.
3. Determined who may input data to the system.

a. Interviewed an operator to determine how they ensure that only valid,
properly approved data is loaded onto the system.

b. Determined how CI ensures the validity of the data.

% Government Performance and Results Act of 1993 (GPRA), Pub. L. No. 103-62, 107 Stat. 285 (codified, as
amended in scattered sections of 5 U.S.C., 31 U.S.C., and 39 U.S.C.).
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c. Determined if an audit trail exists and if it is adequate to ensure that
undetected access to CIMIS data does not occur.

Determined if the CI customer satisfaction measures address the appropriate customers,
and if the measurement is being effectively accomplished.

A. Determined how CI decided on the current customer satisfaction measures.

1. Obtained documentation behind the development of the customer satisfaction
measures.

2. Interviewed the officials responsible for the development of the measurements.

B. Evaluated the methodology behind the survey of the U.S. Attorneys (USAs) and the
operating divisions to determine if the customers included in the survey are appropriate
and of the right mix.

C. Determined if the new CI customer satisfaction measures are in accordance with the
recommended strategy contained in the Webster Report.

1. Obtained the specific corrective actions taken in response to the Webster report.

2. Interviewed appropriate Cl officials to determine the intent behind the specific
actions taken.

D. Determined if it is appropriate to have a customer satisfaction measure for CI.

1. Reviewed the measures of other law enforcement agencies to determine if they
attempt to measure customer satisfaction.

2. Compared the efforts of the other agencies and CI and evaluate the feasibility of
coming up with a valid and useful measurement for customer satisfaction.

E. Determined if CI will report all of the limitations and qualifications of its data in the
annual performance report.
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Appendix IV

FEDERAL RULES OF CRIMINAL PROCEDURE
18 U.S.C. Appendix
Rule 6(e) Recording and Disclosure of Proceedings

Federal Rules of Criminal Procedure govern the conduct of all criminal proceedings in the
courts of the United States. They are also applicable whenever specifically provided for in
one of the rules, to preliminary, supplementary, and special proceedings before United States
magistrate judges and at proceedings before state and local judicial officers. These rules are
intended to provide for the just determination of every criminal proceeding. They are
intended to secure simplicity in procedure, fairness in administration, and the elimination of
unjustifiable expense and delay.

Rule 6(e) of the Federal Rules of Criminal Procedure sets specific requirements with regard
to the recordation and release of information obtained pursuant to grand jury investigations.
Generally, any person to whom disclosure is made in grand jury matters may not disclose
that information under the General Rule of Secrecy. Violation of the secrecy requirement
may result in contempt of court charges to the individual violating the rule.

Additionally, any person to whom matters are disclosed shall not utilize grand jury material
for any purpose other than assisting the attorney for the government in the performance of
the attorney’s duty to enforce federal criminal law. An attorney for the government must
promptly provide the district court that impaneled the grand jury whose material has been
disclosed, with the names of the persons to whom such disclosure has been made. The
attorney must also certify that the persons receiving the material were advised of their
obligation of secrecy under the rule.

Several exceptions exist for the general rule of secrecy. Disclosure may only be made:
* Asdirected by a court preliminarily to or in connection with a judicial proceeding;
* Byan attorney for the government for use in the performance of the attorney’s duty;

e To government personnel (including personnel of a state or subdivision of a state)
deemed necessary by an attorney for the government to assist an attorney in the
performance of the attorney’s duty to enforce federal criminal law;

*  When permitted by a court at the request of the defendant, upon a showing that grounds
may exist for a motion to dismiss the indictment because of matters occurring before the
grand jury;
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When the disclosure is made by an attorney for the government to another federal grand
jury; or,

When permitted by a court at the request of an attorney for the government, upon a
showing that such matters may disclose a violation of state criminal law, to an
appropriate official of a state or subdivision of a state for the purpose of enforcing such
law.
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Appendix V

The Webster Report - Findings and Recommendations Pertinent to the Internal
Revenue Service Criminal Investigation Balanced Performance Measurement
Program

In July 1998 Internal Revenue Service (IRS) Commissioner Charles O. Rossotti requested that
the Honorable William H. Webster conduct an independent review to assess Criminal
Investigation’s (CI) effectiveness in accomplishing its mission as the IRS’ criminal enforcement
arm. Mr. Webster, with the assistance of a former head of the Department of Justice’s (DOJ)
Office of Professional Responsibility, formed a task force of experienced federal financial law
enforcement investigators. The review team was supervised by a trial attorney from the Fraud
Section of the Criminal Division of the DOJ.

The review focused on the make-up of CI’s caseload, its investigative methods, organizational
structure, and personnel policies and practices. The taskforce issued its report in April 1999.
The report executive summary contained 25 overall recommendations for improvement, all of
which were agreed to by the Commissioner. The report body provided 172 specific
recommendations necessary to accomplish the overall recommendations.

The report emphasized that CI must recognize that its principal mission is to investigate criminal
violations of the Internal Revenue Code. The report made the following recommendations that
could have an impact on CI’s balanced performance measures:

1. CI, in conjunction with the other IRS compliance components, should develop a compliance
strategy that will enable it to determine how best to allocate its resources in a manner
consistent with its tax enforcement mission. As an initial step, rigorous empirical studies of
noncompliance will enable CI to identify those cases that will deter noncompliance most
effectively, and thereby reduce the tax gap. Concerns have been raised to the increasing
percentages of Cl investigations conducted through a grand jury and the corresponding
decrease in administrative investigations. By fiscal year 1997, the percentage of Cl
prosecution recommendations that resulted from grand jury investigations had risen to
78 percent. Tax Division officials have expressed concern with the high percentage of
investigations that CI is conducting through a grand jury because they believe it allows the
U.S. Attorneys (USAs), and not the IRS, to control CI’s caseload and agenda. In addition,
they believe that the increase in grand jury investigations has resulted in a reduction in the
investigation of traditional tax cases. They believe that ClI is working on the cases that
support law enforcement initiatives of the USAs instead of the mission of the IRS.

2. Cl should continue to exercise its authority to investigate violations of the money laundering
and currency statutes in a way that is consistent with the compliance strategy.
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3. Cl devotes considerable resources to narcotics investigations, for which it is not reimbursed.
Narcotics investigations contribute only incidentally, if at all, to fostering tax compliance.
Resources devoted to narcotics investigations in excess of reimbursed funds should be
brought under control so as not to deplete resources devoted to tax compliance.

4. CI’s Criminal Investigation Management Information System (CIMIS) should track
participation of other law enforcement agencies and the inclusion of non-IRS charges in an
indictment or information in CI cases. The Commissioner should conduct a thorough,
empirical audit of CIMIS to ensure that its data are accurate. CI’s response to the concerns
raised by the Transactional Records Access Clearinghouse is reasonable, but it only suggests
what might cause some of the alleged inconsistencies in data between CI statistics and those
maintained by the DOJ and the federal courts. The CI response does not provide a complete
explanation for those alleged discrepancies.

5. Like the other components of the IRS, Cl should adopt several methods of measuring its
performance as an organization. The proposed new measure of Resource Effectiveness Rate
should be a good indicator of CI’s business results. CI should also create and maintain a new
measure to show the rate of its work in areas that IRS compliance research has identified
specifically as being appropriate for criminal enforcement. CI should measure the ratio of
agents’ investigative time on investigations in identified areas of noncompliance to the total
investigative time of agents on all investigations. The Commissioner should not require Cl,
however, to assess “Customer Satisfaction” until the other federal law enforcement
components develop an acceptable measure in this area. CI should measure “Employee
Satisfaction” in the same way as the other IRS components. Finally, the Measurements Task
Force’s recommendation to use a combination of measures is the best way to evaluate CI.
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Appendix VI

Management’s Response to the Draft Report

DEPARTMENT OF THE TREASURY
INTERNAL REVENUE SERVICE
WASHINGTON, D.C. 202@4

Criminal Investigation

0CT —5 2001

MEMORANDUM FOR XPUTY INSPECTOR GENERAL FOR AUDI;i'
FROM: ark E. Matthews

Chief, Criminal Investigation ClI

SUBJECT: Response To Draft Audit Repori—GPRA: Criminal Investigation
Can Improve Its Performance Measures to Better Account for lis
Results (Audit # 2000-10-032) ECMS IR No. 0108-523GDJYC

Thank you for the opportunity to respond to the above draft report. Your draft report
evaluated the effectiveness of Criminal Investigation’s (Cl) performance measures in
view of the Government Performance and Results Act (GPRA). ' After reviewing the
Treasury Inspector General for Tax Administration (TIGTA) draft report, there is
additional and/or clarifying information that we would like to bring to your attention
before the final report is issued.

Measures Tax Force Background .

Criminal Investigation established a task force in accordance with the Restructuring and
Reform Act of 1998 (RRA 98) and GPRA to develop balanced performance measures
for the Cl organization. The task force undertook the responsibility of recommending
performance measures for Cl as a single business unit based upon CI's mission of
investigating criminal violations of the Internal Revenue Code and related financial
crimes. The group realized the need for the required performance measures to be
general in nature and applicable to the overall business unit and not focused or limited
to any single major compliance program or funding source.

The task force struggled with the development of the performance measures because
of several issues. The most prevalent item was a concern that is common to all law
enforcement agencies — how ta develop applicable performance measures in .
accordance with GPRA and at the same time create standards that do not encourage
inappropriate incentives/messages for its law enforcement officers. Criminal
Investigation faces the same challenges in this area as do other federal law
enforcement agencies, and we are particularly sensitive in light of the enactment of
Section 1204 of the Restructuring and Reform Act of 1998 (RRA 98). Furthermore,
CI's unique mission to enhance voluntary compliance with the tax laws, poses additional
problems in the performance measures area. Unlike law enforcement agencies whose
missions are primarily focused on one-on-one enforcement (specific deterrence), Cl
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attempts to attain its mission through a general deterrence effect. With relatively few
prosecuted cases each year, Cl must bring a compliance message to almost 200 million
taxpayers. Criminal Investigation must not only deter those taxpayers tempted to
evade their tax obligations, but also assure the overwhelming majority of compliant
taxpayers that the willfully non-compliant will be investigated and prosecuted. To
measure our achievement by standard law enforcement statistical indicators such as
indictments or armrests would not fully document our contribution to the IRS mission.
These types of measures are also precisely the wrong signal to send to our special
agent workforce. We must never send the message that an arrest; indictment or long
sentence measures “success” in one of our cases.

To further complicate the process, the task force was further bound by the restrictions
detailed in Section 1204 of RRA 98 that prohibited the use of records of tax
enforcement results (ROTERS) in evaluating performance. This legislation caused the
task force to disregard all of the previous performance measures and standards utilized
by Cl and to explore performance measures that were outcome neutral. Again, this is
not a challenge faced by any other law enforcement agency when considering
meaningful performance measures. Some measures, such as the legal acceptance
rate of our cases at the Department of Justice Tax Division (DOJ Tax), were finally
rejected after a long and careful analysis because they had implicit ROTER-like
attributes. In spite of these barriers the task force developed a balanced measures
system for Cl. The task force felt the measures recommended were the most
meaningful and appropriate given the constraints placed on Cl. The IRS’ Executive
Steering Committee subsequently concurred with the task force's recommendations.
Criminal Investigation believes that its approved performance measures are still valid
assessments of its activities and are the best available under relevant constraints.

Criminal Investigation Balanced Performance Measures

As useful background for those evaluating CI's balanced measures, but who may not
deal regularly with Cl, we will describe briefly the elaborate multi-layer review processes
used to ensure that our ultimate work products are of the highest quality and that
standards are consistently applied throughout the organization. Our goal is to deliver a
high quality work product to our end user through the most efficient process possible,
but with great sensitivity to taxpayers’ rights. Criminal Investigation prosecutions are an
extremely probative barometer for the quality of all of its work products. Criminal
Investigation is not aware of another federal law enforcement agency that must submit
its products to as rigorous a review process. From the originating case agent, the
special agent's report (SAR) proceeds first through a Cl in-house technical reviewer
(Centralized Case Review also known as CCR), then a Criminal Tax Counsel (CTC)

- attorney followed by at least two levels of local management. The SAR then leaves IRS
to be examined by attorneys at DOJ Tax for all tax cases and then the United States
Attorney's Office (USAOQ). The contents of the report are usually presented to a grand
jury for indictment. The SAR and investigation then receives heavy scrutiny from our
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harshest critics — highly compensated white-collar criminal defense attorneys who
exploit every conceivable defact — real and imagined. The very few investigations that
do not result in guilty pleas at this point are presented to the final reviewers — a judge
and jury. Criminal Investigation believes the high level of acceptance rates at both DOJ
Tax and USAO and the constantly high conviction rate for Cl prosecution
recommendations are indicative of the quality of our investigations and the associated
reports. ‘

To underscore our willingness to consider and implement meaningful changes to our
-performance measures, Cl is pleased to inform the TIGTA that Cl has recently
completed a change in its primary GPRA measure from investigations/cases initiated to
investigations/cases completed. As Cl representatives explained to members.-of the
audit team and TIGTA management staff during our meeting on July 25, 2001, the
issuance of the discussion draft of this report on July 5, 2001, caused Cl to reevaluate
its GPRA measure. As a result of that reassessment, the Commissioner agreed that Cl
should change its GPRA measure to more effectively measure Cl's efforts and the
success or failure of those efforts. Additionally, CI brought to the Commissioner’s
attention during this change procedure that the GPRA measure of investigations/cases
initiated could be interpreted as a ROTER. The Commissioner and the IRS’ Chief
Financial Officer are responsible for determining which GPRA measures Cl will report to
Congress to support its budget justification request.

Criminal Investigation recognizes that TIGTA faced many of the same challenges our
task force faced when addressing the performance measures. Criminal Investigation
is likewise confident that, had the TIGTA auditors discovered measures in other parts of
the federal law enforcement community that could be modified to meet the additional
Section 1204 challenges facing Cl, those suggested measures would be included in the
.audit report. Criminal Investigation would welcome any other future suggestions from
the TIGTA regarding the establishment of performance measures that would address
Cl's mission of conducting criminal investigations.

Using Recidivism As A Performarice Measure

Criminal Investigation hopes, however, that the foregoing discussion will provide some
background to understand how strongly Cl disagrees with the TIGTA’s suggestion that
the measures of recidivism or taxpayer' civil assessment and/or collection activity might
be used as measures for Cl. The suggestion to use recidivism fails to comprehend the
nature of white-collar criminal enforcement and CI's mission. White-collar criminals in
general and tax offenders in particular have extraordinary low recidivism rates. In all of
Cl's investigations over the last 12 years the recidivism rate has been 0.7 percent. Any
meaningful movement in this figure would be a dubious basis to evaluate CI programs,
particularly because it is probably driven much more significantly by the federal
sentencing guidelines and individual judges’ sentencing patterns rather than on the
basis of CI's investigative skills. This proposed measure misconceives CI' mission
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as primarily specific deterrence verses general deterrence. Criminal Investigation
prosecutions are designed to affect behavior in the public at large much more than the
defendant of the day.

Using Civil Tax Collection As A Performance Measure

Similarly inappropriate and perhaps dangerous is the TIGTA’s suggestion to use civil
tax collection as a Cl measure. Criminal Investigation’s primary objective is
investigation of alleged criminal violations. This concept was continually reinforced in
Judge Webster's discussion of Cl's mission and measurement of Cl's effectiveness in
achieving its mission. Judge Webster's report made it very clear that assessment of
taxes, imposition of fines and penalties and collection efforts are all civil functions to be
conducted by other business units. Almost without exception, the civil tax
consequences of a criminal investigation are determined after sentencing and without
the direct involvement of the special agent. The DOJ Tax affirmatively discourages the
type of global settlement that would mix civil penalties with criminal penalties. It would
create dangerous conflicts of interest to motivate CI's special agents in any way by the
level of civil collections imposed — one of the most blatant ROTERS we can imagine.
Criminal Investigation’s impact on civil tax collections is more at the general deterrence
level rather than the specific taxpayer under criminal investigation.

The TIGTA stated that Cl should report the information contained in Cl's National
Operations Annual Report to Congress and others to supplement ClI's GPRA reporting
data. We agree with the TIGTA that the publicity would provide everyone with a better
‘appreciation of CI's investigative efforts. We also agree that CI should provide the
information contained in CI's National Operations Annual Report to as wide an audience
as possible. Consequently, in June 2001, we posted the report on the Cl public web
site.

Criminal Investigation Management Information System

As we have detailed to your auditors in meetings during the audit process, Cl has been
developing an updated version of its Criminal Investigation Management Information
System (CIMIS). In 1996, Cl realized that the current system was aging which would
limit needed changes for fear of a systems failure. This newer version of the system,
named CIMIS I}, is a major modernization project for Cl involving a new data base
design; new software; new hardware and the merging of several existing C| database
systems into a single information source. The project team is currently creating
prototypes in the design phase. The new system design has already addressed the
audit trail problems highlighted in your report and will correct those deficiencies. The
developmental stage of CIMIS Il is to be followed by testing and pilot projects. The
next steps will be systems’ conversion and finally phased implementation. The project
team anticipates the release and use of CIMIS Ill sometime during the first quarter of
fiscal year (FY) 2003. -
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In addition, Cl asked the Office of Performance Evaluation and Risk Analysis (OPERA)
to create an audit work plan for the current CIMIS. Judge Webster suggested the use
of the audit plan in his review of the Cl function. Criminal Investigation's office of
Review and Program Evaluation (RPE) will execute the audit work plan. Further, Cl's
Business Systems Planning (BSP) Section recently established procedures to review
the CIMIS audit trail data. The director of BSP assigned a Security Officer to review the
audit trail data in accordance with the newly established procedures.

As your auditors and their management team are aware, the TIGTA's access to CIMIS
data due to restrictions on grand jury information has been a continuing issue in our
relationship. Your report correctly disclosed that CIMIS controls could not be verified
and that Cl limited access to the CIMIS database because it contained grand jury
information. In our ongoing discussions with your auditors and the TIGTA management
team on this topic, Cl has continually made the TIGTA aware that CTC advised Cl to
limit access to grand jury information in CIMIS in compliance with the Federal Rules of
Criminal Procedure. Criminal Investigation communicated both our position on access
to CIMIS data and the basis for our position to the TIGTA on numerous occasions. We
provided the TIGTA with the opinion from CTC that caused Cl to limit the TIGTA's
access to CIMIS data. Although the issue of the TIGTA's access to Cl's grand jury
information in CIMIS has not been totally resolved, Cl is confident that a final solution to
this problem may be reached soon. Our eagerness to cooperate is demonstrated by
our recent submissions of limited CIMIS data to your auditors. Criminal Investigation
will strive to resolve this issue with TIGTA. We are aware that the sharing of CIMIS
data occurred after the issuance of your audit report and therefore could not be
recognized in that document.

CIMIS Verses TRAC Data

Your report also raised concerns about the accuracy of CIMIS data. This concern was
centered on the 1998 report from the Transactional Records Access Clearinghouse
(TRAC) associated with Syracuse University. The issue stemmed from a comparison of
Ci information to DOJ records and records from the Federal Courts system. In July
1998, Cl prepared an internal report explaining the differences between the Cl and
TRAC data and contested the accuracy of TRAC's data. Criminal | nvestigation's
internal report listed the following reasons for differences between the two sets of data:

» The Executive Office of the United States Attomeys (EOUSA) at DOJ does not
distinguish between Cl referrals and referrals received from the former Inspection
Division, now the TIGTA.

 Clonly counts one type of referral-a prosecution recommendation, whereas DOJ
and EOUSA count other types of activities as referrals.

* In multi-agency investigations the EOUSA records a single entry for the lead agency
making the criminal referral; EOUSA does not count investigations with enforcement
results where Cl was included as a secondary agency .
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« Cland EQUSA have different definitions for classifying the same investigations.

 There are timing differences between C{ and the EOUSA in recording and reporting
enforcement actions.

Our comments on the specific recommendations in this report are as foliows:

IDENTITY OF RECOMMENDATION #1
The Chief, Cl should include the appropriate information from the National Operations
Annual Report that presents the outcomes of CI's investigative efforts.

ASSESSMENT OF CAUSE (S)

Criminal Investigation agrees that the current approved and proposed business results
measures do not relate to all significant Cl budget line items. Criminal Investigation
identified one specialty work area where “sub measures” should be utilized. The draft
report identifies refund fraud as a specific example of a budget line item without a
specific measure. Criminal Investigation agrees refund fraud sub measures should be
developed for its Fraud Detection Centers (FDC) and will develop those sub measures
during FY 2002.

Your report mentioned that investigations/cases initiated is the only one of the 65 GPRA
measures included in the IRS FY2002 Annual Performance Plan that belongs to Cl. As
mentioned in the introductory portion of this reply, Cl recently reevaluated its GPRA
measure and executed a change in that performance measure from
investigations/cases initiated to investigations/cases completed.

The TIGTA stated that CI should report the information contained in CI’s National
Operations Annual Report to Congress and others. We agree with the TIGTA that the
publicity would provide everyone with a better appreciation of Cl's investigative efforts.
As we indicated in the introductory section, Cl is attempting to reach as large an
audience as possible with this information by posting this data on its public web site.

The draft report stated that Cl business results measures do not address mission
accomplishment. Criminal Investigation does not agree with TIGTA’s assessment of
this issue. The Cl mission statement states, “Criminal Investigation serves the
American public by investigaling potential criminal violations of the Internal Revenue
Code (IRC) and related financial crimes in a manner that fosters confidence in the tax
system and compliance with the law.” Criminal Investigation disagrees with the TIGTA
because:

1. The approved business results quantity measure of completed
investigations/cases matches the mission statement’s language regarding the
investigation of potential criminal violations of the IRC and related financial
crimes.

2. The proposed business results quality measure will consist of a review of all
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administrative (non-Grand Jury) discontinued investigations. These are
closed cases submitted without a prosecution recommendation. The
Centralized Case Reviewers will conduct quality control reviews to ensure
that investigations are conducted in accordance with the Cl mission
statement.

3. The proposed business results outreach measure will consist of Cl providing
financial institutions and practitioners with education and outreach assistance.
This addresses the Cl mission statement's language regarding compliance
with the tax laws. These activities will also address the customers'
compliance with the tax laws.

The TIGTA noted that the OMB Primer on Performance Measurement states that
statistics used to manage an organization are the statistics that should be used to report
for the GPRA. The TIGTA then went on to state that CI's current balanced measures
are not the statistics by which Cl oversees its programs. Criminal Investigation believes
this is an inaccurate assessment. We would use as an example the Commissioner's
quarterly Business Performance Review (BPR) which is Cl's most basic management
document. The BPR not only reports CI's critical GPRA measures of
investigations/cases closed and initiated and other diagnostic indicators, but the report
also details in great length Cl's outreach, education and media efforts.

CORRECTIVE ACTION (S)
Development of sub measures on refund fraud for the FDCs during FY 2002.

IMPLEMENTATION DATE
By October 1, 2002

RESPONSIBLE OFFICIAL (S)
Director of Strategy and Director of Refund Crimes

CORRECTIVE ACTION (S) MONITORING PLAN
Through quarterly updates to the Commissioner's (BPR).

IDENTITY OF RECOMMENDATION #2

The Chief, Cl should establish measures that show CI’s effect on voluntary compliance
and the tax gap. These measures should be included with the current balanced
measures (customer satisfaction, employee satisfaction, and quantity and quality
business results) to provide a more complete assessment of Cl activities.

ASSESSMENT OF CAUSE (S)
Criminal Investigation agrees with the TIGTA’s assessment that the full impact of Cl's
effectiveness.is difficult to measure. However, Cl disagrees with the TIGTA's
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assessment that the recidivism rate or measures of taxpayers’ civil assessment and/or
collection activity might be used as measures for the effect on non-compliance and the
tax gap. (See the discussion appearing on page 3).

Criminal Investigation recently computed its recidivism rate from FY 1988 to the
present. The cumulative rate is 0.7 percent and has always been at a low rate.
Consequently, Cl does not plan to use the recidivism rate as a viable measure.

Your report suggested that Cl might measure its effectiveness using the amount of tax
collected either for the period being investigated or for the periods for which the
taxpayer(s) were indicted. Criminal Investigation does not agree with this suggestion
because it does not correspond to Cl's primary mission as stated in the introductory
portion of this correspondence. Our basic function is investigation of alleged criminal
violations with general deterrence not specific individual deterrence as would be
measured by the civil activity of individual taxpayers.

Furthermore, the TIGTA acknowledged that using either one of-the suggested
measures might result in a significant lag in reporting performance data. We agree that
this is true. Criminal Investigation would be faced with an unnecessary burden of
tracking the performance data without realizing any apparent tangible benefit for its
effort no matter which of the two suggested measures is used.

Criminal Investigation would welcome the opportunity to evaluate any meaningful
performance measures, applicable to law enforcement activities and not prohibited by
RRA 98, that the TIGTA can provide.

CORRECTIVE ACTION (S)
None

IMPLEMENTATION DATE
None

RESPONSIBLE OFFICIAL (S)
None

CORRECTIVE ACTION (S) MONITORING PLAN
None

IDENTITY OF RECOMMENDATION #3 '
The Chief, Cl should include measures that will report the results of major programs
within Cl.

ASSESSMENT OF CAUSE (S) _
We agree that the current approved and proposed business results measures do not
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relate to all significant Cl budget line items. As a reminder, Cl's performance measures
were developed for the organization as a single unit focused on Cl's mission statement,
not on budgeting or funding sources.

The report stated that Cl did not currently include refund fraud as a separate measure
although specific resources are budgeted for this activity. We identified the specialty
work area of the Fraud Detection Centers as a location where “sub measures” for
refund fraud should be utilized. We will develop sub measures for this specialty work
area in FY 2002 as detailed under Recommendation No. 1.

CORRECTIVE ACTION (S)
See corrective actions to be taken under Recommendation No. 1.

IMPLEMENTATION DATE
See corrective actions to be taken under Recommendation No. 1.

RESPONSIBLE OFFICIAL (S)
See corrective actions to be taken under Recommendation No. 1.

CORRECTIVE ACTION (S) MONITORING PLAN
See corrective actions to be taken under Recommendation No. 1.

IDENTITY OF RECOMMENDATION #4

The Chief, Cl should consider an approach similar to the Sacial Security Administration
survey of taxpayers or tax practitioners to determine if Cl's outreach efforts are effective
in educating the public about the consequences of tax evasion.

ASSESSMENT OF CAUSES (S)

Criminal Investigation agrees that this type of measurement is extremely difficult if not
impossible to quantify. Criminal Investigation also agrees with the TIGTA's statement
that, “It is virtually impossible to tell how many people will decide not to break the law
because of the conviction of someone to whom they can relate economically,
personally, or professionally.” However, Cl disagrees with the approach recommended
by the TIGTA.

In 1998, the IRS commissioned the Roper Survey to obtain information about the
public's perception of compliance with the tax laws. Survey results for Cl indicated that
the general public paid attention to media information about tax law enforcement when
the subject was in the taxpayer's own geographic area or in the same trade or business.
Before RRA 98, C| used the publicity rate on its enforcement actions as a measure of its
effectiveness in communicating enforcement efforts to the general public. Criminal
Investigation no longer utilizes the

publicity rate measure in the same manner as Cl management perceives that this
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measure bears ROTER-like attributes that might provide inappropriate incentives or
send the incorrect message.

Criminal Investigation has explored numerous ways to measure the effect of publicity on
tax compliance. Some very useful information was provided by two surveys we
conducted through Emmerling Post in 1995 and Roper Starch in 1998. These were
public opinion surveys that revealed that (1) taxpayers want to know that everyone is
paying their fair share of taxes and (2) taxpayers are most interested in knowing about
people in their own occupation bracket. ,

Armed with this information, Cl launched a multi-pronged communications strategy.
First, we wanted to enlist the support of external stakeholders in communicating the
results of illegal behavior. We began the concept of 'bundling' summaries of
investigations. By bundling, we identified a market segment or area of fraud, pulled
public record information about the legal actions taken and published summaries of
those investigations. For example, in 1997 we identified a number of CI investigations
where currency transaction reports were the genesis of the investigation. We pulled
the public record information from the courts, wrote several articles that included
summaries of the results of the investigations and published those articles in the
American Bankers Magazine. Since then, we have been successful in publishing
numerous articles in various practitioner and stakeholder magazines about several
areas of fraud. Then, we launched our web site in 1997 and began placing 'fraud alert'
information, as well as our published articles, there. Today, many associations have a
‘link to our web site so their members can stay current on various areas of fraud
(abusive trusts, return preparers, non-filers, and employment tax). To bolster media
attention to this site, IRS issued a press release in July 2001 alerting the public to this
site and the useful information about fraud schemes. Web ‘hits’ on this site jumped from
24,287 in July 2000 to 228,094 in July 2001.

Second, as a result of the information contained in the Roper/Starch survey, we
determined that we (IRS) needed to become more involved in the dissemination of
news releases regarding criminal investigation legal actions. Historically, the United
States Attorneys handled the majority of press releases regarding Cl investigations.
Therefore, effective October 1, 2000, Cl created a Public Information Officer (P1O)
position in each of the 35 field offices. These PIOs are experienced, GS-13, special
agents. They have had IRS disclosure training and media training and their task is to
develop media contacts, write press releases on public-record legal actions and
disseminate that information to the news media (print, TV, Radio) in their field office
area. The P|Os, in their media outreach activity, also have been very successful in
obtaining compliance-related publicity in program areas such as employment tax, return
preparers, non-filers, money laundering and abusive trusts. Further, the P1Os
coordinate the local outreach efforts for their field offices. They actively salicit
opportunities for Cl to appear as guest speakers at local association meetings.

Cl still believes that the more the general public is exposed to Cl's enforcement efforts
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and its mission, the greater the expectation that the general public will voluntarily
comply with the tax laws. Practitioners advise us that the information on the web has
provided sufficient evidence to some of their clients that a particular scheme - or method
of reducing tax-is not legal and therefore they have opted not to become involved.

The deterrence effect is difficult to measure. However, we can measure obvious signs

of our success regarding outreach and education. News clips regarding CI
investigations have doubled this year in newspapers all around the country. In addition,
the size of the news article has significantly increased because of the PIO/media
relationships. Our outreach (speaking engagements) efforts have increased
dramatically since this time last year and visits to our web site have significantly
increased; for example in July 2000 there were 605 visits to our fraud alerts page
compared to July 2001 where there were 104,773 visits to our fraud alerts page.

Criminal Investigation would gladly consider measures developed by other law
enforcement agencies that TIGTA has discovered that measure deterrent effect and do
not violate Section 1204 of RRA 98.

CORRECTIVE ACTION (S)
None

IMPLEMENTATION DATE
None

RESPONSIBLE OFFICIAL (S)
None

CORRECTIVE ACTION (S) MONITORING PLAN
None

IDENTITY OF RECOMMENDATION #5
The Chief, Cl should establish a process by which the CIMIS data will be verified and
validated.

ASSESSMENT OF CAUSE (§)

As we mentioned in the introductory section of this document, Cl is in the process of
developing a totally new management information system—CIMIS lil. As a result of that
project, this recommendation may no longer be an issue once the new system is
operating since the project plans to include verification and validation functions.

+ Until the implementation of CIMIS I1I, CI will continue relying on the expertise of our field*

office management officials to ensure that the information in the CIMIS database is both
current and accurate. Criminal Investigation firmly believes that field office

management officials are in the best position to judge whether or not information related
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to investigations they directly supervise on a daily basis is correct. Any other
management officials or organized body is too far removed from the investigative
inventory to have any practical knowledge about the accuracy of the CIMIS database.

Your report noted that the CIMIS system audit trails are incomplete and have not been
used effectively. Criminal Investigation agrees that this statement is accurate. ’
However, an incomplete audit trail does not automatically equate to inaccurate data.

Criminal Investigation would also like to restate from its discussion on pages 5 and 6
that Cl's report on the in-depth-analysis and comparison of CIMIS data to TRAC's data
discredits TRAC's criticism of the accuracy of the CIMIS data

CORRECTIVE ACTION ()
Criminal Investigation is developing and anticipates substituting a new management

information for the existing system with upgrades that will address currently identified
CIMIS problems.

IMPLEMENTATION DATE
First quarter of FY 2003.

RESPONSIBLE OFFICIAL (S)
Director of Strategy

CORRECTIVE ACTION (S) MONITORING PLAN
Through the Commissioner's quarterly BPR.

IDENTITY OF RECOMMENDATION #6

The Chief, Cl should ensure that audit trail requirements are met and documented, and
that an Information Systems Security Officer (ISSO) is assigned to review audit trail
data. These requirements should be incorporated into the new CIMIS program.

ASSESSMENT OF CAUSE (S)

Criminal Investigation agrees with TIGTA's recommendation. As was detailed in the
introductory section of this reply, CI's BSP Section recently established procedures to
review the CIMIS audit trail data. The director of BSP assigned a Cl Security Officer to
review the audit trail data in accordance with the newly established procedures.

As we noted in the introduction, Cl asked OPERA to create an audit work plan for
CIMIS. The project’s development is in its initial stages. Criminal Investigation
representatives had only one meeting with OPERA officials. Criminal Investigation and
- OPERA have not established an estimated completion date because project:details
were not fully developed.

CORRECTIVE ACTION (S)
Develop an audit work plan for the current CIMIS and have CI's RPE section execute
the audit plan.
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IMPLEMENTATION DATE
By September 30, 2002

RESPONSIBLE OFFICIAL (S)
Director of Strategy

CORRECTIVE ACTION (S) MONITORING PLAN
Through the Commissioner’s quarterly BPR.

IDENTITY OF RECOMMENDATION #7
In the interim, fully disclose the CIMIS data limitations whenever reporting resuits based
on CIMIS data. ‘

ASSESSMENT OF CAUSE (S)

Criminal Investigation disagrees with the TIGTA's recommendation. We strongly
believe that CIMIS data is both valid and accurate and that the reports, findings and
studies based upon the compiled CIMIS database information are also accurate.
Therefore, Cl does not have any basis for disclosing any limitations in its CIMIS
database. Criminal Investigation will continue reporting CIMIS database information to
the public or governmental authorities without disclosure limitations as it has previously
done.

As mentioned previously in our reply, Cl believes that the conclusions mentioned by the
TIGTA from the TRAC report raising questions about the accuracy of the CIMIS data
have been discredited.

CORRECTIVE ACTION (S)
None

IMPLEMENTATION DATE
None

RESPONSIBLE OFFICIAL (S)
~None

' CORRECTIVE ACTION (S) MONITORING PLAN
None

IDENTITY OF RECOMMENDATION #8
The Chief, Cl should implement the SAC 100 percent quality review process, since this

" presents the best balance between the issues of sampling and objectivity. However, CI

should fully disclose the effect of Rule 6(e) from the Rules of Federal Criminal
Procedure on the review process and the possibility of a conflict of interest on the part
of the quality reviews.
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ASSESSMENT OF CAUSE (8)

As we mentioned in the introductory portion, Cl has a high degree of confidence in the
quality of its work products. This assertion is based upon the number of reviews
required for its prosecution recommendations, the elevated level of its acceptance rates
at DOJ Tax and the USAO and its traditionally high conviction rate. Adding yet another

layer of review to the already most reviewed work product in all of federal law
enforcement is simply not necessary.

Criminal Investigation agrees with the TIGTA that there should be a disclosure that the
sample size of the review was limited to administratively discontinued investigations
due to the Federal Rules of Criminal Procedures. However, Cl does not agree with the
TIGTA'’s overall recommendation that the quality review process should be performed
by the SAC nor do we agree that the review should include 100 percent of Cl's
completed work products (See discussion on page 2 for review of CI work products).
We believe that an objectivity issue arises when a manager who was involved in the
original decision for a closure recommendation also performs a quality review of the
work product. Consequently, Cl proposes that CCRs will perform the quality review
instead of Supervisory Special Agents (SSA), Assistant Special Agents in Charge
(ASAC), or SACs since CCRs are outside of the approval process. It should be noted
that during the course of any investigation by CI, the investigative activity of the case
agent is formally reviewed by their direct supervisor at least 3 times per year and by the
next higher level of management at least once per year. Itis CI's belief that these
reviews not only ensure the quality of the investigations but improve their quality as well.
Criminal Investigation believes that independence of the quality review outweighs the
limitation issue that the small number in the sample size may present. We believe that
even a perceived conflict of interest issue is harmful to Cl's quality review program. It
undermines the confidence in such a process. Consequently, Cl elected to trade off the
conflict of interest issue for the limited sample size in the quality review. We realize that
this trade off will require a disclosure of the sample size limitation in any published data
on the quality review process. Criminal Investigation is convinced that it is easier to
disclose that compliance with the restrictions in the Federal Rules of Criminal Procedure
caused the limited sample size than it would be to justify quality reviewers’ conflict of
interest. Outside parties are more likely to accept these disclosure explanations than
attempts to justify potential conflicts of interest.

CORRECTIVE ACTION (S)
None

IMPLEMENTATION DATE
None

RESPONSIBLE OFFICIAL (S)
None
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CORRECTIVE ACTION (S) MONITORING PLAN
None

IDENTITY OF RECOMMENDATION #9
The Chief, Cl should include the DOJ Tax attorneys in the Customer Satisfaction
surveys.

ASSESSMENT OF CAUSE (S)

Criminal Investigation agrees with this recommendation, and our survey plans
contemplated including DOJ Tax attorneys in the survey process to the extent they are
either the lead attorney in a ClI prosecution proceeding or an attorney who accepts a
plea on a Cl prosecution recommendation while the case is being reviewed at the DOJ
Tax level.

In order to be clear, however, Cl is including the DOJ Tax attorneys for reasons that
appear to differ from the TIGTA rationale. The TIGTA report claimed that only
surveying USAs might result in a continued emphasis on cases with little impact on
overall tax compliance. Criminal Investigation disagrees with this statement because
the proposed survey is directed towards the quality of customer service that Cl is
providing to the USAs and DOJ Tax attorneys and not the type of cases or work that the
attorneys desire from Cl. With the survey being focused in this manner, the line
attorneys have little if any input (or the forum necessary for such input) into the CI
management arena where decisions are made on what type of investigations to conduct
and what type of work products to forward for prosecution. Criminal Investigation

" management is quite cognizant of the principle recommendations of the Webster Report
regarding “mission drift" and works daily on the management programs and tools, such
as Lead Development Centers and Operation Division Fraud Referral Specialists,
necessary to reorient the mission. Criminal Investigation management regularly
discusses these programs with the leadership of the Tax Division and obtains their
VIeWS.

CORRECTIVE ACTION (S) _
Criminal Investigation will include DOJ Tax attorneys as stated above in its external
customer satisfaction survey.

IMPLEMENTATION DATE
By September 30, 2002

RESPONSIBLE OFFICIAL (S)
Director of Strategy

CORRECTIVE ACTION (S) MONITORING PLAN
Through the Commissioner's quarterly BPR.

If you have any questions, please call me at (202) 622-3200 or a member of your staff
may call Tyrone G. Barney, Director of Strategy (CI:S) at (202) 622-5876.
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